
Min
St

Ref. T
Name
Ident
Organ
Test /
Produ
Date 

TEST

OW
To

A01
A02
A03
A04
A05
A06
A07
A08
A09
A10

 RECO

1. Th
2. Sec

rec
3. Re

rec
 
 
 
 

 CONC

 This
 This

arch
Sess
exter

 This
their

 
 
 
 
 
 

Go
nistry of Elec
andardisatio

Electronics
Lodhi R

Test Repor
e of Test La
tification o
nization Na
/ Staging U
uction URL
 of Testing:

T RESULT S

WASP 
op10 

1:2021 Br
2:2021 Cr
3:2021 In
4:2021 In
5:2021 Se
6:2021 Vu
7:2021 Id
8:2021 So
9:2021 Se
0:2021 Se

OMMENDA

he web applic
curity harde
commended f
gular secur
commended 

CLUSION:  

s statement o
s Statement o
hitecture & s
sion Manage
rnal resourc

s statement o
r configuratio

 

overnment 
ctronics & In
on, Testing &

Directora
s Niketan, 6

Road, New D

W

rt No.:  STQC-IT(Kol)/ES/EMBI/222311/1370
aboratory: STQC IT Services, ERTL (East), Kolkata

of the Web A
ame: Embassy of India, Bogota, Columbia
URL: https://www.eoibogota.gov.in 
L:  https://www.eoibogota.gov.in   
: 26-Sep-22 to 04-Nov-22 (Assessment); 03-Jan-23 to 21-Apr-23 (Closure verification)    
SUMMARY:

Web A

roken Acces
ryptographi

njection 
nsecure Des
ecurity Misc
ulnerable a

dentification
oftware and
ecurity Logg
erver-Side R

ATIONS:  

cation is reco
ening / sec
for the hostin

rity vulnerab

 

of compliance
of complianc
security mec
ement, hand
es.  
of compliance
on, hosting t

 of India 
nformation Te
& Quality Cer
ate 
6 CGO Com
Delhi-11002

WEB APPLI

 
Application

: 

Application

ss Control 
ic Failures 

sign  
configuratio
nd Outdate

n and Authe
d Data Integ
ging and Mo
Request For

ommended to
cured config
ng environm
bility assess

e is issued fo
ce becomes n
chanisms for
ling sensitiv

e state is als
the Web App

echnology 
rtification 

mplex, 
20. 

ICATION S

 
 

n: Website of Embassy of India, Bogota, Columbia 
 

 

 

 

n Vulnerabi

on 
ed Compone
entication F
grity Failure
onitoring Fa
rgery 

o be hosted a
guration of 

ment.  
sment of th

or the specifi
null and void
r handling in
ve data, Dat

so become nu
lication and 

 

ECURITY C

ilities 

ents 
Failures  
es  
ailures  

at  https://www.eoibogota.gov.in               
the Web S

he hosting 

c version of t
, if changes 
nputs, user 
a encryption

ull and void i
if any new vu

इलेक्ट्रॉिन
मानकीकरण, 

इलेक्ट्रॉिनक्
लो

COMPLIAN

Com

 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory
 Satisfactory

          
Server, Netw

It infrastruc

the Web App
are made to 
 Access Con
n at Rest & 

if there is an
ulnerabilities

भारत सर
िनकी और सूचना प्र
परीक्षण एवं गुण
क्स िनकेतन, 6, 
ोधी रोड, नई िद
CE STATUS

Dat

mpliance 

                   
work devices

cture (serve

plication.  
 the Applicat

ntrol, user Au
 in Motion, 

ny change in 
s are discove

रकार 
प्रौ योिगकी मंत्रा
णव ा प्रमाणन िन
सीजीओ कॉ ले
ली ‐ 110003 
S 

ted:  01-May-2023

 
 
 
 
 
 
 
 
 
 

   with ‘Read 
s and Oper

ers and net

tion code rela
uthentication
handling of

 underlying I
ered. 

Issued B

ालय 
िनदेशालय  
लेक्स, 

Remark 

 Only permis
rating Syste

twork device

ated to the s
n & Authori
f runtime er

IT infrastruc

By: 

ssion’. 
em are 

es) are 

security 
ization, 
rrors & 

cture or 


		2023-05-02T15:42:15+0530
	TAPAS BANDYOPADHYAY




